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Biden’s Executive Order on Digital Assets: Follow-up reports (1/2)
Last March, U.S. President Joe Biden kicked off the design process of a regulatory framework for crypto assets with his Executive 
Order (EO) on “Ensuring Responsible Development of Digital Assets”. The executive order was a call to action, an answer-seeking 
document on how to strike a balance between the potential benefits of crypto and its risks. The task was laid down on a group of 
government agencies with the mandate to support each other in the policy-making assignment. Six months later, a set of reports were 
due, where these agencies would present their progress.

Overall, these new reports do not present yet a set of operative regulatory policies (which the digital asset industry is anxiously 
awaiting) and instead issue recommendations that put emphasis on continuing the analysis and assessment on an interagency level. 
Despite this, one encouraging signal that can be extracted from these reports is that the U.S. Government sees more clearly now the 
benefits of digital assets, and that these benefits will be exploited as long as the risks (and the reports dedicate quite a few pages to 
risks) are well managed.

In particular, the White House itself issued a Fact Sheet, a framework for responsible development of digital assets, which works as a 
summary of the 9 reports submitted to the President, as per the EO’s deadlines.

This Fact Sheet analyses and recommends policies for 7 subjects: protection of consumers, investors, and business, financial 
inclusion, financial stability, responsible innovation, global financial leadership and competitiveness, illicit finance, and a U.S. Central 
Bank Digital Currency (CBDC).
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Biden’s Executive Order on Digital Assets: Follow-up reports (2/2)
Each of these subjects has at least a report of their own; for example, the U.S. CBDC is addressed in one of the Treasury reports (The 
Future of Money and Payments), and in the publication by the White House Office of Science and Technology Policy “Technical 
Possibilities for a U.S. Central Bank Digital Currency”. It is worth noticing that the Treasury praises extensively the potential of the U.S. 
CBDC but stops short of recommending it. Instead, it suggests to the Fed to keep the research, analysis and experimentation, though 
not alone, since the Treasury will form an inter-agency support group, the “CBDC Working Group”.

The takeaway message of all the reports is well represented in the words of the Secretary of the Treasure, Janet Yellen: “The reports 
clearly identify the real challenges and risks of digital assets used for financial services.  At the same time, if these risks are mitigated, 
digital assets and other emerging technologies could offer significant opportunities. These reports and their recommendations provide 
a strong foundation for policymakers as we work to realize the potential benefits of digital assets and to mitigate and minimize the 
risks.”

What is next for this process of policymaking for digital assets? According to the EO, in October the Financial Stability Oversight 
Council FSOC will issue a report presenting the specific financial stability risks and regulatory gaps for different types of digital assets 
and offer recommendations to address such risks. This is a step closer to tangible regulatory policies, and we cannot wait to read it.

For the time being, the U.S. Government and its agencies are taking an excruciating amount of time with the analysis, progressing at 
a slower pace than desired by the digital asset private stakeholders, avid to know how they are going to be regulated. However, the 
wait will be worth it if that balance between benefits and risks is reached. After all, slow and steady wins the race.
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Table of Content
Until then, our team as prepared this short summary report for what we consider the following four (4) main reports, in case you did not 
have time yet to consult them.

1. Climate and Energy Implications of Crypto-Assets in the United States, the White House. Specifically, we have 
summarized some of the key themes that transpire throughout the document as it relates to the environmental impact of digital 
assets and responsible innovation moving forwards. In addition to the recommended next steps included in the report, mostly 
directed at government, we present some key considerations for the industry, as climate change impacts us all. 

2. Crypto-Assets: Implications for Consumers, Investors, and Businesses, the U.S. Dept. of Treasury. Focused on 
crypto-assets, the report outlines issues with current uses and inadequate regulation, which we have summarized here along 
with key recommendations in terms of protection for consumers, investors, and businesses against digital assets risks.  

3. The Future of Money and Payments, the U.S. Dept. of Treasury. The report discusses the current U.S. currency and 
payments system with a focus on a potential Central Bank Digital Currency (CBDC). In addition, the report makes 
recommendations for the U.S. government to improve the U.S. system of money and payment, alongst with policy 
considerations. 

4. Action Plan to Address Illicit Financing Risks of Digital Assets, the U.S. Dept. of Treasury. This report from the Department of 
Treasury documents some of the key threats and vulnerabilities and illicit financing risks to bear in mind. In addition, the paper highlights 
priority actions, as well as supportive action to address those risks. 
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Climate and Energy 
Implications of Crypto-Assets 

in the United States
By the White House Office of Science (OSTP) 

and Technology Policy and its Partners

Released September 8, 2022

This report explores the challenges and opportunities of 
crypto-assets for energy and climate change issues in the 
United States, and answers the four main questions asked 
in the Executive Order 14067:

1. How do digital assets affect energy usage, including 
grid management and reliability, energy efficiency 
incentives and standards, and sources of energy 
supply?

2. What is the scale of climate, energy, and 
environmental impacts of digital assets relative to 
other energy uses, and what innovations and 
policies are needed in the underlying data to enable 
robust comparisons?

3. What are the potential uses of blockchain 
technology that could support climate monitoring or 
mitigating technologies?

4. What key policy decisions, critical innovations, 
research and development, and assessment tools 
are needed to minimize or mitigate the climate, 
energy, and environmental implications of digital 
assets?

View the full report
“Climate and Energy Implications of Crypto-Assets 

in the United States”

BlockZero Key Takeaways

https://www.whitehouse.gov/wp-content/uploads/2022/09/09-2022-Crypto-Assets-and-Climate-Report.pdf
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Accurate Data and Transparency Needed alongside Responsible Development

Data to assess, understand and monitor 
adequately electricity usage, setting 
requirements through regulation, if need be 
(p. 14-15, 20)

Lack of reliable / complete data and market dynamics 
(variability) can rapidly render estimates out-of-date (p. 15)
Uncertainties around type of mining rigs, crypto-asset market value fluctuations, 
no requirements for disclosure…

Responsible development of digital assets (p. 16)
As to minimize impact on climate change, on the local consumers, 
on grid management, on new clean energy developments and 
other externalities

Includes ensuring operations with dramatically lower energy 
intensity as digital assets are adopted, favoring new clean/ 
renewable energy sources, reducing impact on environment 
beyond GHG

Full transparency of demand response 
participation and payments (by crypto-asset 
miners and others) to reduce incentive for 
rent-seeking and gaming, protect local electricity 
consumers and possibly improve electricity 
reliability (p.18)

Demand response from crypto-asset miners, though valuable, 
comes at an important monetary price (p. 18)

Contribution of crypto-asset mining to increasing the overall 
peak level of grid demand (p.18)

The future uncertainty pertaining to the inadequacy of 
existing energy forecasting models vs uncertainty relative to 
crypto-assets energy consumption (p. 19-20)
…such as growth, hashrate, market price, improvement in computational 
efficiency, price of energy, etc. 

Sizable and variable energy usage of digital assets (p. 13-16)1

2022 Total energy usage for blockchains that support crypto-assets range 
between 120 to 240 billion kWh/year (0.4% to 0.9% of annual global electricity 
usage), comparable with that of all non-crypto data centers in the world; Bitcoin 
accounts for 60-77% of this energy (data prior to the ETH Merge); but the market 
driven nature of PoW/bitcoin mining and use of more energy efficient technology 
leads to variability in energy usage in time and across mines 

BlockZero Key Takeaways | Climate and Energy Implications of Crypto-Assets in the United States 

Calls for:

1 All pages reference OSTP report
Sources: BlockZero Analysis (2022), The White House (2022) 
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Environmental Impact: More than Greenhouse Gas Emissions

BlockZero Key Takeaways | Climate and Energy Implications of Crypto-Assets in the United States 

Recognizing that assessing emissions from crypto-assets is complex 
and thereby rendering estimates on CO2 emission uncertain, the report 
shows that regardless, there is room for improvement. 

Significant GHG emission from the use of 
non-renewable energy sources (p. 21-25)

Ways by which Crypto-asset mining produces greenhouse gas (GHG) emission and contribute to exacerbating climate change:

2022 Global CO2 emissions from crypto-assets estimates of 140 +/- 30 
million metric tons (0.2-0.3% of global emissions) vs 25-50 million metric 
tons for the U.S. only (0.4-0.8% of total U.S. emissions)

An estimated average of 30% of the electricity used by Bitcoin came from 
hydroelectric, solar, wind and other renewable sources between 2019 and 
2021. However, China’s ban on bitcoin mining combined with the drastic 
increase of bitcoin mining in the U.S. since, for which about the two-thirds of 
electricity generated is from fossil fuels, has likely decreased this.

As of mid-2022, the U.S. electricity consumption to mine Bitcoin 
ranged between 33-35 billion kilowatt hours (0.9%-1.4% of total U.S. 
electricity usage in 2021), which could represent 21-35 Mt CO2 /y 
depending on the electricity mix.

Scope 3 emissions include: GHGs emissions from production, 
transportation, maintenance, and disposal over the life cycle of computers, 
buildings, motor vehicles, and other equipments. But between 79%-99% of 
life cycle emissions are from the electricity generation to run 
crypto-asset mines.

Air and Water Pollution, Noise, and Electronic Waste
(p. 25-26)

… including “air pollution from fossil fuel burning, water withdrawals and 
thermal water pollution from power plant cooling, other water pollution, 
solid waste from fossil fuel combustion, land degradation from 
exploration and mining, and life cycle impacts of fuel cycles and power 
plant construction.”

Crypto-asset mining generates a lot of heat and requires usually air cooling or 
liquid cooling to keep computers at an acceptable temperature. A typical 10 
kW rack of servers in a standard data center requires about “63,000 
gallons of potable water per year for air cooling - an amount comparable to 
the average indoor water use of an individual U.S. household per year.” 
Immersion liquid cooling could significantly reduce water requirements.

The water withdrawal process and the warmed water released back into the 
environment with some thermal power plants (that includes chemicals to clean 
the cooling system) cause harm in a number of ways and alter negatively the 
ecosystems. Depending on the location, when air-cooled through high-velocity 
fans, crypto-asset mining create noise pollution that is associated with a 
number of health conditions, and can also reduce neighboring property value.

The estimated rate of annual electronic waste generation from bitcoin 
mining was 35,000 tons/y as of june 2022, equivalent to that of the 
Netherlands.

Source: The White House (2022) 
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Culturing an Environmental Mindset could Revert the Trend

BlockZero Key Takeaways | Climate and Energy Implications of Crypto-Assets in the United States 

What can be done ? The OSTC report directly or indirectly points out some steps that can be considered by the industry. 
We have translated these as potential considerations for the industry and added a few more.

Use technologies that minimize energy 
consumption, e.g. liquid cooling, and invest in 
R&D to improve upon

Explore carbon capture alongside other 
technologies, e.g. use of vented or flared 
methane (more potent than CO2) to generate 
electricity assuming no better alternatives 
(prioritizing this with CO2 capture/storage)

Construct or contract for new clean 
electricity sources (esp. if using grid 
energy), and sell excess clean electricity to 
the grid; Invest in smart grid tech to 
support the evolving clean electricity 
marketplace

Use curtailed clean grid electricity, without 
discouraging investment in new 
renewable electricity constructions or 
excess renewable electricity storage

Track and be transparent with regards 
to your energy and climate impact, 
including GHG, air, water and other types 
of impact; consider 

Adopt responsible recycling practices, 
getting accredited certification 

Develop an ESG strategy that is forward 
looking, and ensure adequate resources 
to meet objectives

Sources: BlockZero Analysis (2022), The White House (2022) 
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Recommendations for the Responsible Development of Digital Assets
Recommendations provided in the OSTP report (p. 7-8) include key actions to be considered by different governmental agencies, most of which 
revolves around information disclosure standards so as to take informed decisions on any potential policies and regulations of the industry, in 
addition to setting standards for the industry in terms of energy usage and broader environmental impact, as summarized below:

BlockZero Key Takeaways | Climate and Energy Implications of Crypto-Assets in the United States 

Minimize GHG emissions, environmental justice 
impacts and other local impacts from crypto-assets:
By providing technical assistance and starting a collaborative process 
with states, communities, the crypto-asset industry and others for the 
development of “effective, evidence-based environmental performance 
standards for the responsible design, development, and use of 
environmentally responsible crypto-asset technologies,” addressing the 
issues raised in the report. 

If this fails, executive actions and legislations (to limit or eliminate the 
use of high energy intensity consensus) should be considered

Ensure energy reliability:
By conducting “reliability assessments of current and projected 
crypto-asset mining operations on electricity system reliability and 
adequacy.” Should the risks to the power system require it, consider 
“developing, updating, and enforcing reliability standards and 
emergency operations procedures” for the industry.

Obtain data to understand, monitor, and mitigate 
impacts:
So as to enable “evidence-based decision making”, consider 
collecting and analyzing data from crypto-asset miners and electric 
utilities, while ensuring to preserve privacy, including: “mining energy 
usage and fuel mix, power-purchase agreements, environmental 
justice implications, and demand response participation.”

Advance energy efficiency standards:
And promulgate and regularly update energy conservation standards, 
including for crypto-asset mining equipment and blockchains.

Encourage transparency and improvements in 
environmental performance:
By encouraging the public reporting of crypto-asset mining locations, 
annual electricity usage, GHG emissions using existing protocols and 
electronic waste recycling performance.

Further research to improve understanding and 
innovation:
Including in areas of: crypto-asset impact modeling, assessment of 
environmental justice impacts, and understanding beneficial uses for 
grid management and environmental mitigation, innovations in 
next-gen digital asset technologies that advance U.S. goals in 
security, privacy, equity, resilience and climate.

Source: The White House (2022) 
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Potential Areas for Digital Asset Technologies to Support Climate Monitoring/Mitigation

BlockZero Key Takeaways | Climate and Energy Implications of Crypto-Assets in the United States 

While Section 4 of the OSTP report (p. 27-30) points out potential uses of blockchain that could support technologies for monitoring or mitigating 
climate impacts, the discussion emphasizes the need to consider the potential benefits of blockchain or digital asset technologies against the overall 
risks and environmental and climate externalities, as well as compared to already existing solutions. The paper states “responsible development of 
blockchain and distributed ledger technology (DLT) would encourage innovation in applications, while reducing energy intensity, minimizing total 
environmental damages, improving environmental justice and helping the U.S. meet its climate commitments.” Below we summarize the key elements 
of this discussion, which necessarily calls for further research and assessment.

Sources: BlockZero Analysis (2022), The White House (2022) 

Blockchain and DLT may enhance market and trading infrastructure (mechanisms for trade execution; payments, clearing and 
settlement; record-keeping; and security) including environmental markets.
Regulated compliance markets so far do not use blockchain or DLT. No clear advantages perceived as they are governed by a central authority, with 
regulatory requirements to ensure the integrity of emissions reporting and to ensure achievement of emission reductions

For voluntary carbon markets (VCMs) operating outside of regulation and that allow the use of carbon credits in limited quantities to supplement carbon 
allowances, even if some use DLTs, benefits over existing market infrastructure is said to remain unclear, while the risk associated with the tokenization of 
credits (and difficulty discerning the quality of credits) is raised. Moreover, should blockchain-based trading ‘hide’ the identity of the end-user of carbon 
credits, it would go against the high-integrity requirement of VCM to ensure understanding of the circumstances under which credits are used.

Blockchain and DLT do not solve the challenges relating to verification of the real assets that is required.

Blockchain and DLT could enable distributed energy resources (DERs) (e.g. electric vehicles, residential and commercial battery 
systems and solar power) to enhance grid reliability. 
DLT could act as the digital ledger for the registration, authentication and participation of these DERs; increase reliability in a more diverse system of 
providers and consumers; enable real-time verification / audit of services of aggregators by grid-operators and provide evidence DER is not 
“double-spending” (i.e. selling same service to two different buyers) (through zero-knowledge proofs) while protecting identity and privacy. Use cases are also 
extended later down the line, as DERs are more common, they could enable community-created microgrids where resources are shared peer-to-peer (P2P) 
within the community… However, any introduction of DLT into DER/grid management would require enhanced cyber-security.



This report addresses the request of the 
section 5(b)(i) of the Executive Order 14067, 
ensure responsible development of digital 
assets. 

More specifically, this report reveal key 
takeaway on the implications of 
developments and adoption of digital 
assets and changes in financial market and 
payment system infrastructures for U.S. 
consumers, investors, businesses, and for 
equitable economic growth.

Crypto-Assets: Implications 
for Consumers, Investors, 

and Businesses
Released September 6, 2022

View the full report here:
Crypto-Assets: Implications for Consumers, 

Investors, and Businesses

BlockZero Key Takeaways

https://home.treasury.gov/system/files/136/CryptoAsset_EO5.pdf
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Report Highlights Issues with Current Uses and Inadequate Regulation Amidst Potential

Sources: BlockZero Analysis (2022), U.S. Department of Treasury (2022) 

BlockZero Key Takeaways | Crypto-Assets: Implications for Consumers, Investors, and Businesses 

Current uses of native crypto-assets and tokenized traditional assets are limited and primarily used to trade, lend and 
borrow other crypto-assets. However, the report highlights the expansion in the number and type of crypto-assets and activities. 
Besides the forementioned main uses, it is also mentioned the potential in payments, specially for international payments and 
remittances, tokenization and NFTs.

Some risks affecting the crypto-asset ecosystem are unique to these assets, while others are similar to risks already present 
in traditional financial markets, but that could be heightened in this ecosystem. In particular, the report delves into the issue of 
risks and there are conduct risks (fraud, theft, and mismanagement, and lack of transparency), operational risks, intermediation risks, 
and exposure risks. Many of these risks arise due to the under or lack of regulation of crypto-assets, on top of novel and rapidly 
developing applications.

Risks faced by populations most vulnerable (defined as low-income population and communities historically excluded from the 
financial system or subject to discrimination in accessing financial services) to disparate impacts seem to be heightened to these 
groups, whereas potential benefits have yet to materialize. Potential opportunities (which notwithstanding no clear evidence is 
available) mentioned includes expanded access to financial services, reduced transaction costs, and investment opportunities. 
Additional risks specific to these vulnerable individuals mentioned are market volatility and inadequate disclosures with a greater 
exposure in relation to their disposable income, deceptive marketing, and online fraud and scams. 

As the digital asset market continues to evolve and adoption increases, it could have profound implications on consumers, investors and 
businesses. This report from the Department of Treasury reviews the current trends of crypto-asset market, as well as their opportunities and risks 
associated with their uses, some of which are unique to the crypto-market. Below are some of the key takeaways:
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Recommendations from Crypto-Assets report

Sources: BlockZero Analysis (2022), U.S. Department of Treasury (2022) 

Active Monitoring of the Crypto-Asset Industry: The U.S. Treasury Department recommends that U.S. regulators and law 
enforcement agencies aggressively investigate illegal activity in the crypto-asset industry and continue to enforce laws to protect 
consumers, investors and the market.   

Issue Guidance and Oversight Rules: Regulators should continue to provide guidance and rules to address the emerging risk of the 
crypto-asset sectors. They should work collaboratively to ensure consistency and comprehensive oversight of these risks. They should 
also review the existing regulations and take the appropriate steps to address the gap between the crypto-assets sector and the 
traditional financial sector. 

Access to Trustworthy Information: Authorities must ensure that consumers, investors, and businesses in the U.S. have access to 
trustworthy information about crypto-assets. They must guarantee that educational materials are accessible and inclusive so that 
consumers, investors, and businesses have a better understanding of the risk of the crypto-asset industry.  

The approach proposed in the paper prioritizes the need of urgent actions to protect consumers, investors and businesses. Below you 
will find the main recommendations that are presented, again intended for government and regulatory authorities to consider.

BlockZero Key Takeaways | Crypto-Assets: Implications for Consumers, Investors, and Businesses 

Recent sanctions, such as those of Tornado Cash, and Bittrex  suggest that the work has already begun, although we are likely to see more organized 
and coordinated efforts as roles and responsibilities (and budgets) are assigned in the coming months (?) or years.

There are several benefits to leveraging existing regulation (same risk, same rule) to begin with, and then adjusting and adding more guidance and 
rules as gaps are clearly defined over time (in particular for risks that are unique to crypto-assets, e.g. errors in smart contracts or flaws in operating 
code); one being a faster path to regulation. In this respect, Canada has already begun the process, with a review of existing regulations and gaps 
assessment underway. That being said, in applying the same risk same rule approach, it will be important not to hinder innovation nor the “good 
players” that are well-intentioned.

… Recent reports, notably one in Europe, have shown that the knowledge gap is important, and even more so amongst less educated people. It is thus 
this much more important to address this knowledge gap, along with financial literacy given crypto-assets are currently mostly used as investments.



This report respond to Section 4(b) of the 
Executive Order (E.O.) 14067, which is in 
relation with Policy and Actions Related to 
United States Central Bank Digital Currencies 
(CBDC). 

The report examines the current U.S. 
currency and payments system, as well as 
instant payments, stablecoins and the 
design of a potential U.S. CBDC. 

The Future of Money and 
Payments

View the full report
“The Future of Money and Payments” 

Released September 16, 2022

BlockZero Key Takeaways

https://home.treasury.gov/system/files/136/Future-of-Money-and-Payments.pdf
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No Commitment to a U.S. CBDC, but Guidance on Potential U.S. CBDC Design

Source: U.S. Department of Treasury (2022) 

BlockZero Key Takeaways | The Future of Money and Payments

One key element that was discussed in this report is the potential design of choice for a U.S. CBDC, providing key insights on core functionalities. 
Notably, a U.S. CBDC would need to have the following three core features: be legal tender, be convertible once and for all into reserve balances or 
paper money, and be cleared and finally settled almost instantaneously. Moreover, the paper review in details the following features: 

Money Payment System Intermediaries

A Wholesale CBDC: 
● Would be designed for large-value 

financial transactions (i.e. repurchase 
agreement or securities purchases, 
etc.);

● Could serve as a settlement asset for 
“digital clearinghouses”.

A Retail CBDC: 
● Can be designed as an alternative 

payment to cash;
● Can substitute debit and credit method 

of payment; 
● May need to provide the following 

settings for users: flexibility, safety, 
security, reversibility, and verifiability. 

As a payment system a CBDC would 
need to:

● Support instant settlement;
● Have appropriate cybersecurity 

incident management, contingency 
plans, and continuity plans to ensure 
availability of its functionalities;

● Have a clear process and adequate 
support to mitigate any problems;

● Facilitate the use of transaction 
programmability (i.e payroll, 
government and bill payments, etc.);

● Could run on centralized payment 
systems or distributed ledger 
technology for processing payments. 

Two types of architectures could be 
considered: 

● Single tier CBDC with the central bank.
● Two-tier CBDC where intermediaries 

would onboard and manage payments 
while the central bank records account 
balances. 

For the United States, the most feasible 
architecture would be a two-tier retail CBDC, 
which is consistent with what jurisdictions 
around the world are considering. 

It would also be important that the scope of 
intermediaries  promote equity and financial 
inclusion. 
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This paper makes recommendations for the U.S. government to improve the U.S. system of money and payment by following the 4 
recommendations: 

Recommendations for the Future of Money and Payments

Advance work on a possible U.S. CBDC if determined to be in the national 
interest: The Treasury lauds the potential benefits of a U.S. CBDC, while recognizing its 
risks, and therefore encourages the Fed to continue its work. Along this, the Treasury 
proposes to lead an inter-agency working group, the “CBDC Working Group”, to bolster the 
work of the Fed.

Encourage use of instant payment systems (competitive, efficient and 
inclusive U.S. payment landscape): Due to frictions, the use of instant payment 
systems (e.g., FedNow, to start in 2023) could be limited, and thus, the Treasury 
recommends to the Government to continue its outreach efforts, the promotion 
(development and use) of innovative technologies to instant payment systems, and that the 
very same U.S. Government engages in the use of such technologies, as a demand 
booster (e.g., disaster, emergency government payments).

Establish a federal framework for payments regulation to protect users and 
the financial system, while supporting responsible innovations in payments: 
this federal framework, according to the Treasury, would help realize the benefits from 
nonbank payments while minimizing risks. Nothing is said about who, when or how of this 
federal framework.

Prioritize efforts to improve cross-border payments: The Treasury states that 
efforts such as the G20 endorsed roadmap for enhancing cross-border payments should 
be elevated and prioritized, including feasibility of new multilateral platforms for 
cross-border payments, harmonization of standards, and coordinated efforts, while 
protecting U.S. national security.

Source: U.S. Department of Treasury (2022) 

Policy considerations related to the  
introduction of a CBDC

● Consideration #1 - Building the future of 
money and payments: The payment system 
should allow for efficiencies that make 
payments faster, cheaper and safer. 

● Consideration #2 - Supporting U.S. global 
financial leadership: It should be consistent 
with the global role of the dollar, and enable 
the enforcement of sanctions. 

● Consideration #3 - Advancing financial 
inclusion and equity: A CBDC should 
promote financial inclusion, and foster 
access, especially to underserved 
consumers. 

● Consideration #4 - Minimizing risks:  The 
system must be compatible with preserving 
economic growth and financial stability, 
minimizing the risk of illicit financial 
transactions and being environmentally 
sustainable.

BlockZero Key Takeaways | The Future of Money and Payments



Action Plan To Address Illicit 
Financing Risks Of Digital 

Assets 

This action plan responds to Section 7(c) of 
Executive Order (E.O.) 14067, which 
correspond to “Ensuring Responsible 
Development of Digital Assets”. 

The action plan presents an overview of 
the illicit financing risks of digital assets, 
as well as the effort needed by the U.S. 
government to mitigate those risks. 

Released September 16, 2022
View the full report 

“Action Plan To Address Illicit Financing Risks Of 
Digital Assets”

BlockZero Key Takeaways

https://home.treasury.gov/system/files/136/Digital-Asset-Action-Plan.pdf
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The Lack of Regulat-ion/-ory Harmonization Globally Amplifies the Risks

Sources: BlockZero Analysis (2022), U.S. Department of Treasury (2022) 

BlockZero Key Takeaways | Action Plan To Address Illicit Financing Risks Of Digital Assets 

With the evolving illicit activities related to the digital-asset ecosystem, as demonstrated recently for Tornado Cash (crypto-asset mixer) and the global 
nature of the ecosystem, it is more important than ever to have strong strategies to reduce the illicit finance and national security risks, and clarify the 
rules to abide to, which is particularly relevant in view of the controversy of Tornado Cash. This report from the Department of Treasury documents 
some of the key threats and vulnerabilities and illicit financing risks to bear in mind, as summarized below:

Threats Vulnerabilities and Illicit Financing Risks

Money Laundering: Several threat actors, including 
ransomware cybercriminals, drug trafficking organizations, and 
fraudsters are using digital assets, among other methods, to 
launder illicit proceeds. Additionally, fraud schemes is the largest 
driver of money laundering activity.

Proliferation Financing: “proliferation networks are increasingly 
embracing certain types of virtual assets that enhance user anonymity”. 
For instance, Democratic People's Republic of Korea (DPRK) actors 
has issued crypto mixers, like Tornado Cash, to launder millions of 
dollar. 

Terrorist Financing: Through social media platforms, terrorist 
groups, like the Islamic State of Iraq and Syria (ISIS), are currently 
soliciting funds in digital assets.

Cross-Border Nature and Gaps in AML/CFT Regimes 
across Countries: “Inadequate regulation and supervision 
internationally allow illicit actors to engage in regulatory arbitrage, 
which is particularly concerning given the near-instantaneous and 
border-less nature of virtual asset transfer”.

Anonymity-Enhancing Technologies: Criminals are 
increasingly using anonymous tools, such as crypto mixers, which 
help them hide movement or origin of funds. 

Disintermediation: Many crypto-assets can be transferred without 
the need of an intermediary, which doesn’t follow AML/KYC controls. 
Many of these P2P service providers do not meet the compliance 
programs to mitigate the risk of criminal use.  

VASP Registration and Compliance Obligation: Money 
services businesses (MSB) and Virtual Asset Service Providers (VASP) 
that fail to register with finCen are more likely to be exploited by 
criminals without detection. 
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The Plan Proposes Needed Mitigation Strategies of Illicit Financial Risks of Digital Assets

Sources: U.S. Department of Treasury (2022) 

Priority Actions : 

1
Monitoring emerging risks: The U.S. will continue to monitor the 
development and the risks associated with the digital assets sector, and 
will identify any gaps with the recurrent legal, regulatory, and supervisory 
regimes.  

A Selection of the Supporting Actions Proposed:

● Support the FED’s research on CBDC;
● Monitor adoption of digital assets as legal tender in 

other jurisdictions;
● Prepare and publish a risk assessment by February 

24, 2023 on the financial risks related to DeFi.

2
Improving Global AML/CFT Regulation and Enforcement: The 
U.S. government needs to address significant weaknesses in AML/CFT 
regulation, supervision, and enforcement in foreign jurisdictions.

3
Updating BSA Regulations: The Treasury will continue to evaluate 
its regulatory posture to ensure the U.S. AML/CFT regulatory regime can 
continue to safeguard the U.S. financial system from all manner of threats 
and illicit financial activity, whether facilitated by fiat currency or digital 
assets.

● Partner with G7 countries to amplify calls for 
implementation of the Financial Action Task Forces 
(FATF) standards for virtual assets;

● Support international framework developed to 
mitigate financial risks. 

● Continue to notify relevant agencies through the 
interagency process of any pending, proposed, or 
prospective rulemakings that address digital asset 
illicit finance risks;

● Continue to determine any gaps in the current 
AML/CFT  framework with the digital asset ecosystem.

BlockZero Key Takeaways | Action Plan To Address Illicit Financing Risks Of Digital Assets 

This action plan identified key priority actions (i.e. monitoring risks, working with international partners, etc.) and supporting actions to mitigate the 
risks of the evolving threats of the current digital assets environnements, the essence of which is summarized below:
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The Plan Proposes Needed Mitigation Strategies of Illicit Financial Risks of Digital Assets

Source: U.S. Department of Treasury (2022) 

Priority Actions : 

4
Strengthening U.S. AML/CFT Supervision of Virtual Asset 
Activities: The U.S. needs to continue establishing global models around 
supervision, examination, enforcement, and compliance with AML/CFT  
regulatory obligations.

A Selection of the Supporting Actions Proposed:

● Continue pursuing enforcement activity;
● Convene state Virtual Asset Service Provider (VASP) 

supervisors to promote standardization and 
coordination of state licensing and AML/CFT 
obligations.

5
Holding Accountable Cybercriminals and Other Illicit Actors: 
Continue to expose and disrupt illicit actors and activities of the ecosystem 
by taking actions like seizures, criminal prosecutions, civil enforcement, etc.

● The Department of Justice should continue to 
investigate, detect, disrupt and prosecute the illicit use 
of digital assets;

● The Treasury should use treasury tools, like sanctions 
and special measures to expose illicit actors.

6

7

Engaging with the Private Sector: To ensure the private sector 
understands existing obligations, and illicit financing risks associated with 
the digital asset sector. 

Supporting U.S. Leadership in Financial and Payments 
Technology: The U.S. government must promote a modern, scalable, 
transparent, and efficient national payment system that supports 
innovation and maintains U.S. technological leadership.

● The treasury should Expand FinCEN’s 314(a) program 
to include more VASPs;

● Help financial institutions to improve their ability to 
identify threats and vulnerabilities associated with the 
digital asset space. 

● Consider additional ways to modernize the U.S. 
payments infrastructure;

● Fund research and development of the 
technological foundation for future digital payment 
systems. 

BlockZero Key Takeaways | Action Plan To Address Illicit Financing Risks Of Digital Assets 
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